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Abstract

Heterogeneous Internet of Things (10T) deployments generate highly variable network traffic, yet most existing bandwidth
management approaches rely on static provisioning or device-agnostic models that fail to capture per-device traffic
heterogeneity. This study proposes a hybrid machine learning framework combining K-Means clustering and Random
Forest regression to enable cluster-aware, leakage-free bandwidth consumption prediction for 10T environments. Using
994,145 flow records from the UNSW HomeNet dataset, the Loglp transformation was applied to address heavy-tailed
traffic distributions, and direct bandwidth-derived features were strictly excluded to prevent data leakage. Devices were
segmented into three traffic profiles (Low, Medium, and High), validated by a Silhouette Score of 0.4153 and a Davies—
Bouldin Index of 1.0357. Within the structural constraints of this single-dataset, controlled setting, Random Forest
regression achieved R? values above 0.99 across all clusters, with stable cross-validated performance, substantially
outperforming Linear Regression, which achieved R? values as low as 0.0374 in the Medium cluster. Feature importance
analysis revealed that Inter-Arrival Time is the primary driver of bandwidth consumption, superseding raw payload
volume, with direct implications for temporally-driven feature design. These results indicate that cluster-aware, leakage-
free models offer a viable architecture for 1oT bandwidth management, with cross-domain generalization as a primary
direction for future work.
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1. INTRODUCTION

The continuous expansion of Internet of Things (10T) deployments has introduced a growing diversity
of connected devices into residential, industrial, and urban network environments. By the end of 2024, the
global number of connected IoT devices had reached 18.5 billion, and this figure is projected to surpass 21
billion by the close of 2025, with long-range forecasts placing the total above 39 billion by 2030 [1]. This
expansion encompasses device categories whose communication requirements differ by several orders of
magnitude, from battery-constrained temperature sensors that transmit periodic bursts of a few bytes, to high-
definition surveillance cameras sustaining multi-megabit per second flows around the clock [2]. When devices
of such contrasting profiles coexist on a shared network, a uniform bandwidth policy that ignores per-device
behavioral differences will inevitably over-provision capacity for low-demand endpoints while denying
adequate resources to high-demand ones, degrading the overall Quality of Service (QoS) delivered to all device
classes [3].

Network Traffic Prediction (NTP) has been extensively studied as a means of enabling proactive,
demand-aware resource management, and machine learning approaches have largely displaced classical
statistical models in this domain owing to their capacity to capture non-linear temporal patterns in traffic data
[4], [5]. Among these, ensemble methods such as Random Forest have demonstrated favorable trade-offs
between predictive accuracy, robustness to outliers, and interpretability through native feature importance
quantification, properties particularly valuable in heterogeneous loT traffic contexts [6], [7]. While gradient
boosting methods such as Extreme Gradient Boosting (XGBoost) offer competitive accuracy, they provide less
transparent feature attribution at the cluster level [8]. Recurrent architectures such as Long Short Term Memory
(LSTM) require temporally ordered sequential inputs, which per-flow CICFlowMeter records do not satisfy
[4]. Furthermore, Linear Regression is retained as the primary baseline in this study to serve as a structural
diagnostic probe, consistent with established practice in comparative ML studies for network traffic prediction
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[5]. Its empirical inability to capture the non-linear dynamics of 10T traffic provides direct justification for
deploying more computationally intensive ensemble architectures, as demonstrated in cluster-aware 10T
resource allocation frameworks [7]. However, the majority of existing NTP studies operate at the aggregate
network level, treating the total traffic volume as a single time series and optimizing predictions for that
consolidated signal [5], [9]. This aggregate perspective conceals the structural heterogeneity among device
categories, making it impractical to derive differentiated allocation policies for individual device segments
[10]. In heterogeneous 10T environments in particular, the range of flow characteristics is so wide that no single
regression surface can simultaneously provide accurate predictions for low-traffic sensors and high-traffic
multimedia devices, and attempts to do so generally yield models biased toward the dominant traffic class [11].

Several research efforts have explored segmentation-based approaches to address the heterogeneity of
Internet of Things (1oT) traffic. Clustering methods, in particular K-Means, have been applied to group loT
devices based on shared behavioral characteristics before applying differentiated management policies, with
studies demonstrating that cluster-aware schemes achieve higher prediction accuracy than device-agnostic
baselines [7], [12]. Combined frameworks that chain K-Means segmentation with per-cluster supervised
regression have reported improvements in resource allocation precision compared to uniform provisioning
strategies [7], [8]. Nonetheless, a review of this body of work reveals three limitations that recur across studies.
First, cluster-level generalization is rarely verified through stratified cross-validation, leaving reported
performance metrics without statistical evidence of stability. Second, feature importance analysis at the per-
cluster level is rarely reported, leaving the behavioral drivers of bandwidth consumption within each segment
unexplained. Third, and most critically, features that are direct arithmetic transformations of the bandwidth
target variable are frequently retained in the predictor set, introducing data leakage that inflates evaluation
metrics beyond what would be observed in operational deployment [13], [14], [15].

Data leakage, defined as the inadvertent incorporation of target-derived or temporally forbidden
information into model training, is a well-documented threat to the validity of machine learning systems across
multiple domains [16], [17]. In the context of network traffic datasets generated by tools such as
CICFlowMeter, features such as flow byte rate and packet rate are computed directly from total transferred
bytes and flow duration, which are also the quantities used to derive the bandwidth consumption target. A
model trained with such features does not learn a generalizable relationship between observable traffic patterns
and bandwidth demand. Instead, it learns an identity transformation that produces artificially high accuracy on
historical data but provides no predictive utility in real-time deployment, where the target value is unknown at
prediction time [6], [16]. Despite the documented impact of leakage on model validity [17], its systematic
treatment in loT bandwidth prediction research has received little attention, and no prior cluster-based
framework has explicitly reported the exclusion of bandwidth-derived features as a methodological design
criterion [15].

This study addresses the identified gaps by proposing a cluster-aware, leakage-free bandwidth
prediction framework for heterogeneous loT networks, applied to 994,145 flow records from the UNSW
HomeNet dataset [2], which contains 105 heterogeneous 10T and non-loT devices. The framework combines
Loglp-assisted K-Means clustering, strict exclusion of bandwidth-derived features [16], [17], and per-cluster
Random Forest regression evaluated through stratified held-out testing and 5-Fold Cross-Validation [18]. The
main contributions are as follows: (1). Proposing a cluster-aware and leakage-free bandwidth prediction
framework that integrates K-Means clustering with cluster-specific Random Forest regression, while
employing Loglp transformation and excluding bandwidth-derived features to ensure reliable model
generalization. (2). Demonstrating that behavioral segmentation of heterogeneous loT traffic into Low,
Medium, and High bandwidth profiles reduces prediction bias and enables highly accurate bandwidth
estimation, achieving R? values above 0.99 across all clusters. (3). Identifying Inter-Arrival Time as the most
influential predictor of bandwidth consumption through cluster-level feature importance analysis, highlighting
the critical role of temporal communication patterns in 10T traffic behavior. (4). Validating the robustness and
reliability of the proposed framework using stratified 5-fold cross-validation across clusters with unequal traffic
distributions.

The remainder of this paper is organized as follows. Section Il presents the theoretical background,
dataset, preprocessing procedures, and experimental methodology. Section Il reports the clustering and
prediction results, including feature importance analysis and cross-validation performance. Section IV
discusses the findings and their implications for 1oT bandwidth prediction. Finally, Section V concludes the
paper and outlines future research directions.

2. MATERIALS AND METHOD

This study proposes a four-phase cluster-aware machine learning framework for predicting bandwidth
consumption in heterogeneous Internet of Things (I0T) environments. The experimental pipeline encompasses
dataset acquisition and preprocessing, leakage-free feature selection, behavioral traffic segmentation via K-
Means clustering, per-cluster predictive model training and hyperparameter optimization, and rigorous
performance evaluation through held-out testing and stratified cross-validation. The complete research
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workflow is illustrated in Figure 1. All experiments were conducted on Google Colaboratory (free tier) with
12 GB RAM using Python 3.12, scikit-learn 1.6.1, and a fixed random seed of 42 throughout to ensure full
reproducibility.

Phase 1: Data Acquisition

UNSW HomeNet Dataset
994,145 flow records, 105 devices

Phase 2: Preprocessing & Leakage Prevention

Data Cleaning & Filtering
Handle missing/infinite values

v

Leakage Prevention
Strictly exclude FlowByts/s & FlowPkts/s

v

Target Variable Calculation
BandwidthUsage (Mbps) = (TotLenFwdPkts + TotLenBwdPkts) x 8 / FlowDuration

v

Log1p Transformation
Address heavy-tailed distribution

Phase 3: Behaviora|Jraffic Segmentation

l—{ K-Means Clustering Algorithm }—l

Cluster: Low Cluster: Medium Cluster: High
410,731 samples 476,019 samples 107,395 samples
(41.3%) (47.9%) (10.8%)

Pha}e\d‘: Predictive Todeling & E?,ation

I Stratified Train-Test Split 80:20 |

v

Hyperparameter Tuning
RandomizedSearchCV on 50k subsample

¥

Model Training
Random Forest vs. Linear Regression

v

5-Fold Cross-Validation

N

Output: R2, RMSE, MAE
& Cluster-Level Feature Importance

Figure 1. Research Methodology Flowchart of the Proposed Framework

2.1. Theoretical Background

K-Means Clustering: K-Means is an unsupervised partitioning algorithm that divides a dataset of N
observations into k clusters by iteratively minimizing the within-cluster sum of squared Euclidean distances.
The algorithm alternates between two steps: assigning each observation to its nearest centroid, and recomputing
each centroid as the mean of all assigned observations, until convergence is reached [7], [12]. Its computational
efficiency on large-scale datasets makes it well-suited for behavioral segmentation of 10T network flows prior
to per-cluster predictive modeling.

Random Forest Regression: Random Forest is an ensemble learning method that constructs multiple
decision trees on bootstrapped subsets of the training data and averages their predictions to reduce variance.
Each tree is trained on a random subset of features at each split node, introducing decorrelation among trees
and improving generalization [7]. For regression tasks, the ensemble output is the mean prediction of all
constituent trees. Random Forest natively supports per-feature contribution analysis through impurity-based
importance measures, making it particularly valuable for cluster-level interpretability in heterogeneous loT
traffic contexts [7].

Data Leakage: Data leakage occurs when information that would not be available at prediction time is
incorporated into model training, producing inflated evaluation metrics that do not reflect operational
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performance [16], [17]. In CICFlowMeter-derived datasets, features such as flow byte rate and packet rate are
direct arithmetic functions of the same quantities used to derive the bandwidth consumption target, and their
inclusion causes the model to learn a trivial identity mapping rather than a generalizable traffic-to-bandwidth
relationship.

Feature Importance: Impurity-based feature importance in Random Forest measures the average
reduction in node impurity weighted by the number of samples reaching each node, accumulated across all
trees in the ensemble [7]. Higher importance scores indicate features that contribute more substantially to
reducing prediction error. Conducting this analysis independently per cluster, rather than on the aggregate
dataset, reveals which traffic characteristics are behaviorally dominant within each device class.

Bandwidth Prediction: Bandwidth consumption, expressed in Mbps, quantifies the volume of data
transferred per unit time for a given network flow. Accurate per-cluster bandwidth prediction enables proactive
resource allocation in Internet of Things (IOT) gateway systems, allowing differentiated traffic management
policies to be applied across device segments with heterogeneous demand profiles [3], [11].

2.2. Dataset

The UNSW HomeNet dataset [2] was selected as the experimental benchmark for this study. The dataset
comprises network traffic flow records captured from a residential smart home environment containing 105
heterogeneous Internet of Things (IOT) and non-loT devices, including smart speakers, IP cameras,
thermostats, and general-purpose computing devices. Raw flow statistics were extracted using CICFlowMeter,
yielding 85 per-flow features that characterize each bidirectional network flow. Following data cleaning and
filtering procedures described in Section 2.3, a total of 994,145 valid flow records were retained for analysis.

2.3.  Preprocessing and Leakage-Free Feature Selection

The preprocessing pipeline was designed with explicit attention to preventing data leakage before any
feature engineering or target derivation. The first step involved converting all candidate features to numeric
values, removing rows with missing or non-finite values, and filtering out flow records with a FlowDuration
of zero to prevent division-by-zero errors in subsequent target-variable computation.

Leakage prevention was enforced as a mandatory design constraint before the target variable was
computed. Specifically, the features FlowByts/s and FlowPkts/s were strictly excluded from the predictor set
at this stage. These features are direct arithmetic transformations of TotLenFwdPkts, TotLenBwdPkts, and
FlowDuration, which are precisely the quantities used to derive the bandwidth consumption target. Retaining
such features would cause the model to learn an identity transformation rather than a generalizable relationship
between observable traffic patterns and bandwidth demand, leading to inflated evaluation metrics with no
predictive utility in real deployment conditions [16], [17].

After leakage prevention, the target variable BandwidthUsage was computed from the remaining raw
flow statistics using Equation (1).

(TotLenFwdPkts+TotLenBwdPkts) x8

FlowDuration

BandwidthUsage (Mbps) = Q)
where TotLenFwdPkts and TotLenBwdPkts denote the total byte lengths of forward and backward
packets, respectively, the factor of 8 converts bytes to bits, and FlowDuration is expressed in microseconds.
All records with a computed BandwidthUsage below zero were subsequently discarded.
Eight leakage-free input features were retained for both clustering and predictive modeling. These
features capture temporal and volumetric flow characteristics that are observable in real time without
knowledge of the target value, as summarized in Table 1.

Table 1. Leakage-Free Input Features Used for Clustering and Prediction

Feature Category Description
FlowlATMean Temporal / Timing Mean inter-arrival time between consecutive
packets
FlowlATMax Temporal / Timing Maximum inter-arrival time (idle period detection)
FlowlATMin Temporal / Timing Minimum inter-arrival time (burst detection)
FlowlATStd Temporal / Timing Standard deviation of inter-arrival time
FwdPktLenMean Volumetric / Size Mean forward packet payload length
BwdPktLenMean Volumetric / Size Mean backward packet payload length
FwdPktLenStd Volumetric / Size Standard deviation of forward packet payload
length
BwdPktLenStd Volumetric / Size Standard deviation of backward packet payload
length
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2.4. Loglp Transformation for K-Means Clustering

Internet of Things (10T) network traffic follows a heavy-tailed distribution, wherein low-demand sensor
flows vastly outnumber the high-throughput flows of data-intensive devices [13]. In the present dataset,
BandwidthUsage has a mean of 0.083 Mbps yet reaches 34.6 Mbps at maximum, confirming extreme
skewness. Under such conditions, the Euclidean distance metric used by K-Means assigns disproportionately
large weights to high-magnitude outlier flows, causing the algorithm to collapse the vast majority of devices
into a single cluster rather than producing meaningful behavioral segments [5].

To address this limitation, a Loglp transformation was applied to all eight input features prior to K-
Means clustering, defined formally in Equation (2).

x' =log.(1+ x) 2

The transformation was preceded by a lower-bound clip operation, setting negative values to zero, as
certain CICFlowMeter-derived IAT features may occasionally produce negative values due to timestamp
resolution anomalies; log (1/p) of x is undefined for x < -1 The Loglp function was selected over alternative
transformations because it handles zero-valued inputs gracefully (log1p(0) = 0), preserves the monotonic
ordering of the original data, and compresses extreme ranges proportionally without discarding any
observations [13]. It is important to note that the Loglp transformation was applied solely for K-Means
clustering. All subsequent model training, hyperparameter tuning, and performance evaluation were conducted
on the original untransformed feature values to preserve interpretability and real-world predictive validity.

2.5. Behavioral Traffic Segmentation via K-Means Clustering

As described in Section 2.1, K-Means minimizes within-cluster inertia through iterative centroid
assignment and recomputation, and was applied here to the Log1p-transformed feature space. To prevent scale
dominance among attributes with varying magnitudes, the data were subsequently standardized using Z-score
normalization (StandardScaler) as defined in Equation (3).

7=t ®)

where x represents the original feature value, u is the mean, and o is the standard deviation of the
feature. Following this standardization, the algorithm partitioned the Internet of Things (IOT) devices into
distinct behavioral traffic profiles. The number of clusters was set to k = 3, corresponding to Low, Medium,
and High bandwidth utilization segments. This value was determined empirically using the Elbow Method,
which plots the within-cluster sum of squares (inertia) against increasing values of k; the inflection point at k
= 3 indicated that additional clusters would yield diminishing reductions in inertia [7], [12]. The K-Means
algorithm was run n_init = 10 times with distinct random centroids, and the configuration with the lowest
inertia was retained.

Cluster labels were assigned based on the mean BandwidthUsage of each resulting cluster computed on
the original, untransformed target values, ensuring that the ordering Low, Medium, and High reflects actual
bandwidth consumption magnitudes rather than the compressed log-space distances used during clustering.
The quality of the resulting partition was validated using two complementary metrics: the Silhouette Score,
which measures intra-cluster cohesion relative to inter-cluster separation on a scale of negative one to positive
one, where higher values indicate better-defined clusters; and the Davies-Bouldin Index, which quantifies the
ratio of within-cluster scatter to between-cluster separation, where lower values indicate more compact and
well-separated clusters [7]. The distribution of the resulting behavioral profiles and their validation scores are
presented in Section 3.

2.6. Predictive Model Training and Hyperparameter Optimization

The full labeled dataset was partitioned into training and test sets using a stratified 80:20 split with a
fixed random seed, ensuring that the proportional representation of each cluster was preserved across both
partitions. The training set comprised 795,316 records, and the test set comprised 198,829 records. Per-cluster
predictive models were trained independently for each of the three traffic segments, using the original
untransformed feature values normalized by a per-cluster StandardScaler fitted exclusively on the
corresponding training partition to prevent information leakage from the test set.

Two regression algorithms were trained and compared for each cluster: Linear Regression, serving as
an interpretable baseline, and Random Forest Regression, which was expected to outperform the linear model
given the non-linear dependencies and high variance of 10T traffic data [19], [6]. The theoretical foundations
of Random Forest regression and feature importance quantification are described in Section 2.1. Random
Forest hyperparameters were optimized using RandomizedSearchCV with n_iter = 10, with candidate
configurations evaluated via 3-Fold cross-validation on a stratified subsample of 50,000 records per cluster.
This subsampling strategy was adopted to ensure computational feasibility within the constraints of the
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experimental environment while maintaining statistical representativeness, following established practice for
large-scale machine learning experiments [18]. The hyperparameter search space is defined in Table 2.

Table 2. Random Forest Hyperparameter Search Space

Hyperparameter Search Range
n_estimators randint(100, 300)
max_depth {10, 20, 30}
min_samples_split randint(2, 10)
min_samples_leaf randint(1, 5)
max_features {sqrt, log2}

Following hyperparameter optimization on the subsample, the best-performing configuration for each
cluster was used to retrain a final Random Forest model on the complete training partition for that cluster,
ensuring that the predictive models benefit from the full available training data.

2.7. Evaluation Metrics

Model performance was assessed using three complementary regression metrics evaluated on the held-
out test set for each cluster. The coefficient of determination (R?) quantifies the proportion of variance in
BandwidthUsage explained by the model, with a value of 1.0 indicating perfect prediction and values
approaching 0 indicating that the model performs no better than a constant baseline. Root Mean Squared Error
(RMSE) measures the average magnitude of prediction errors in the original unit of the target variable (Mbps),
penalizing large errors more heavily than small ones. Mean Absolute Error (MAE) provides a linear measure
of average prediction error that is more robust to outliers than RMSE. These metrics were computed per cluster
to enable fine-grained comparison between Random Forest and Linear Regression across traffic segments of
different distributional characteristics [9], [3].

To assess the generalization stability of the trained Random Forest models beyond a single train-test
split, 5-Fold Cross-Validation was performed on the same stratified 50,000-record subsample used for
hyperparameter tuning. Using an identical subsample for both tuning and cross-validation ensures
distributional consistency between the two evaluation procedures, following the methodological guidance of
Bischl et al. [18]. Cross-validated R? and RMSE are reported as mean plus or minus one standard deviation
across the five folds, providing a measure of model stability under distributional variation within each cluster.

3. RESULTS AND DISCUSSION

This section presents the empirical findings of the proposed framework, structured sequentially across
traffic segmentation validation, predictive model comparison, cross-validation stability analysis, cluster-level
feature importance, and a synthesizing discussion contextualizing the results against prior work.

3.1. Traffic Behavioral Segmentation Results

The application of K-Means clustering (k = 3) on the Loglp-transformed and StandardScaler-
normalized feature space successfully partitioned the 994,145 valid flow records into three behaviorally distinct
profiles. The optimal value of k was empirically confirmed by the Elbow Method (Figure 2), which exhibited
a pronounced inflection point at k = 3, indicating that additional clusters would yield only marginal reductions
in within-cluster inertia.

As detailed in Table 3, the resulting cluster distribution reflects the inherently skewed nature of Internet
of Things (10T) network traffic. The Low and Medium profiles constitute the vast majority of the dataset,
representing devices with intermittent to moderate transmission patterns, such as environmental sensors.
Conversely, the high-bandwidth profile accounts for a distinct minority (10.8%), successfully capturing data-
intensive endpoints like IP cameras whose flows constitute the heavy-tailed extreme of the traffic distribution.

Table 3. K-Means Cluster Distribution and Validation Metrics

Cluster Profile Samples Proportion (%) Silhouette Score Davies-Bouldin Index
Low 410,731 41.3
Medium 476,019 479 0.4153 (approx., n=20,000) 1.0357 (full dataset)
High 107,395 10.8
Total 994,145 100.0

These metrics represent the overall dataset segmentation quality
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Figure 3. Visualization of the K-Means Behavioral Traffic Segmentation and Cluster Proportions

The segmentation quality was quantitatively validated through two complementary indices. The
Silhouette Score of 0.4153 indicates a moderate but meaningful separation between the three traffic profiles on
a scale of -1 to 1. The Davies-Bouldin Index of 1.0357 confirms that inter-cluster distances are sufficiently
larger than intra-cluster scatter to produce coherent behavioral groupings. It is important to note that perfect
cluster separation (Silhouette Score approaching 1.0) is not expected for continuous 10T traffic data, where no
sharp behavioral boundaries exist between device categories. The obtained values are consistent with clustering
outcomes reported in comparable 10T segmentation studies [7], [12] and are sufficient to support the per-cluster
regression task that follows.

3.2.  Predictive Model Performance on the Held-Out Test Set

Prior to evaluating predictive accuracy, the hyperparameter optimization phase yielded an
architecturally notable result: the Random Forest algorithm produced identical optimal configurations across
all three clusters, uniformly selecting a tree depth of 10 and 158 estimators with log2 feature sampling, as
detailed in Table 2. The architectural significance of this convergence is addressed in Section 3.5.

The predictive performance of both models, evaluated on the 20% held-out stratified test set, is
presented in Table 4. The Random Forest regression substantially outperformed the Linear Regression baseline
across all clusters and metrics. The performance gap was most pronounced in the Medium cluster, where
Random Forest attained an R? of 0.9938 against the baseline's 0.0374. The complete failure of Linear
Regression to model the target variable in the Medium and High segments constitutes empirical evidence that
the relationship between fundamental flow-level communication behaviors and bandwidth consumption is
highly non-linear [6], [19].

Table 4. Predictive Model Performance on the Held-Out Test Set (n = 198,829)

Cluster Model R2 RMSE (Mbps) MAE (Mbps) N Test
Low Linear Regression 0.4242 0.002746 0.001393 82,146
Low Random Forest 0.9993 0.000099 0.000011 82,146

Medium Linear Regression 0.0374 0.377084 0.140700 95,204

Medium Random Forest 0.9938 0.030270 0.004277 95,204
High Linear Regression 0.2333 1.006854 0.322128 21,479
High Random Forest 0.9912 0.107803 0.016855 21,479

Bold values indicate the best-performing model per cluster and metric.
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Figure 5. Actual Versus Predicted Bandwidth Consumption Across the Three
Cluster Segments (Random Forest)

To formally validate the statistical significance of this performance gap, a Wilcoxon signed-rank test
was applied to the absolute prediction errors of both models across all test records within each cluster, with
effect sizes computed using the rank-biserial correlation coefficient to account for potential inflation of
statistical significance under large sample sizes. Additionally, 95% bootstrap confidence intervals for Rz were
computed on subsamples of 10,000 records per cluster using 1,000 resamples. The complete statistical
validation results are presented in Table 5.

Table 5. Statistical Significance and Bootstrap R2 Confidence Intervals
(Random Forest vs Linear Regression)

Cluster Wilcoxon p-value Effect Sizer Interpretation 95% CI R?2
Low <0.001 0.8656 Large [0.9997, 0.9998]

Medium <0.001 0.8649 Large [0.9967, 0.9989]
High <0.001 0.8559 Large [0.9782, 0.9959]

Effect size interpreted per Cohen [20]. Bootstrap Cl computed using 1,000 resamples, n = 10,000 per cluster.

The uniformly large effect sizes (r > 0.85) across all three clusters indicate that the performance
superiority of Random Forest over Linear Regression is not only statistically significant but also practically
meaningful, as the magnitude of error reduction is substantial enough to be consequential in real-world
bandwidth allocation decisions. The narrow bootstrap confidence intervals further confirm that these
conclusions are stable and not sensitive to the specific data partition used for evaluation.

3.3.  Cross-Validation and Model Generalization Stability

To verify that the high R? scores observed on the held-out test set were not the product of a favorable
random data partition, the trained Random Forest models were subjected to 5-Fold Cross-Validation on a
stratified subsample of 50,000 records per cluster, identical to the subsample used for hyperparameter tuning.
The cross-validation results are presented in Table 6.

As shown in Table 6, all three clusters maintained cross-validated R? values exceeding 0.93, confirming
that the leakage-free predictor set provides robust forecasting capabilities independent of specific data
partitions. While the Low and High clusters demonstrated tight R? stability, the Medium cluster exhibited a
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relatively larger RMSE standard deviation. This fluctuation is not a model instability artifact but rather a
reflection of the inherently diverse, transitional nature of the devices contained within this segment [5], [13].

Table 6. 5-Fold Cross-Validation Results of Random Forest per Cluster (n = 50,000)
Mean R? Mean RMSE

. . Mean MAE
Cluster (plus or minus (plus or minus Std) : N Samples
Std) (Mbps) (plus or minus Std) (Mbps)
Low 0.9879 (0.0197) 0.000311 (0.000288) 0.000016 (0.000003) 50,000
Medium  0.9324 (0.0729) 0.096976 (0.065357) 0.005859 (0.000746) 50,000
High 0.9712 (0.0300) 0.176392 (0.104089) 0.018588 (0.003228) 50,000

Values in parentheses represent the standard deviation across the five folds.

3.4. Cluster-Level Feature Importance Analysis

A principal advantage of the Random Forest algorithm is its native capacity to quantify per-feature
contributions through mean decrease in impurity (Gini importance). The cluster-level feature importance scores
are summarized in Table 7, ordered by importance variance across clusters to highlight the most behaviorally
discriminative features.

Table 7. Random Forest Feature Importance Scores per Cluster (Ordered by Variance)

Feature Low Medium High Variance
FlowlATMean 0.1100 0.4520 0.4486 0.0386
FlowlATMax 0.3217 0.2924 0.0251 0.0267

FwdPktLenMean 0.2776 0.0191 0.0653 0.0190
FlowlATStd 0.0248 0.0202 0.2435 0.0163
BwdPktLenMean 0.2204 0.0835 0.1779 0.0049
FlowlATMin 0.0179 0.0910 0.0002 0.0023
BwdPktLenStd 0.0095 0.0361 0.0076 0.0003
FwdPktLenStd 0.0180 0.0058 0.0318 0.0002

Bold values indicate the top-ranked feature per cluster. Variance measures importance dispersion across the three
clusters.

The analysis reveals two fundamentally different behavioral regimes (Table 7 and Figure 6). In the
Medium and High clusters, Inter-Arrival Time metrics (specifically FlowlATMean and FlowlATStd)
completely dominate the predictive decision boundaries. This indicates that data-intensive devices are
characterized primarily by dense, consistent packet transmission frequencies rather than individual payload
sizes. Conversely, the low-bandwidth cluster is heavily influenced by volumetric features (FwdPktLenMean
and BwdPktLenMean) alongside FlowlATMax. This finding directly corresponds to the physical nature of
low-power duty-cycled sensors, where the bandwidth footprint is determined by sparse payloads separated by
dominant idle periods.

Random Forest Feature Importance per Cluster
(Target Leakage Free — FlowByts/s & FlowPkts/s excluded)

Low Cluster Medium Cluster High Cluster
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Figure 6. Random Forest Feature Importance Profiles Across the Three Bandwidth Clusters

3.5. Discussion

The empirical results collectively address all four research contributions established in the introduction
of this study and warrant discussion on three interconnected dimensions: the validity of the near-perfect
predictive accuracy, the structural significance of hyperparameter convergence, and the implications of the
feature importance findings for Internet of Things (I0OT) network engineering. Validity of Near-Perfect
Accuracy (R? = 0.9993 and R? > 0.99). The R? values exceeding 0.99 across all test clusters, particularly the
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R? 0f 0.9993 in the Low cluster, are values that legitimately invite scrutiny in any machine learning evaluation.
In predictive network modeling, such performance levels frequently indicate residual data leakage or
overfitting rather than genuine generalization. This study directly addresses both concerns through multiple
independent lines of evidence.

Regarding data leakage: the two features most directly linked to bandwidth consumption in
CICFlowMeter datasets, FlowByts/s and FlowPkts/s, were explicitly excluded from the feature set at the
preprocessing stage, prior to target variable computation. The rigorous application of this leakage-free
constraint is the central methodological contribution of this study and has been validated against the leakage
taxonomy described in [16] and [17]. Regarding overfitting: the cross-validation results provide definitive
evidence against memorization. Furthermore, the exceptionally high accuracy in the Low cluster (R? = 0.9993)
is attributable to the homogeneous, structurally constrained nature of duty-cycled sensors. The model
accurately approximates a relationship that is genuinely deterministic within this narrow distributional range,
rather than memorizing noise [7].

Structural Significance of Hyperparameter Convergence. The convergence of identical optimal
hyperparameters across all three clusters (max_depth=10, n_estimators=158) is architecturally meaningful
rather than coincidental. A tree of depth 10 can partition the feature space into up to 1,024 distinct decision
regions, which is empirically sufficient to approximate this bounded function regardless of the traffic
magnitude at which it is evaluated. The convergence therefore reflects a fundamental invariance in the
structural complexity required to model bandwidth from leakage-free features and provides evidence that the
proposed framework does not require cluster-specific architectural redesign to achieve high-fidelity predictions
across heterogeneous traffic profiles [19].

Feature Engineering Implications and Comparison to Prior Work. The identification of Inter-Arrival
Time as the primary driver of bandwidth consumption in high-throughput clusters extends and refines the
findings of prior cluster-based 10T resource allocation studies. Derakhshanfard et al. [7] and Koesnadi and
Chung [12] demonstrated that behavioral clustering improves allocation precision but did not perform cluster-
level feature importance analysis to identify which traffic characteristics drive the prediction within each
segment. Pundir et al. [19] employed linear models for bandwidth prediction in 10T networks, which the present
study demonstrates are inadequate for the non-linear traffic structures observed in the Medium and High
clusters. To the best of our knowledge, the present work is among the first to provide cluster-stratified feature
importance analysis on a large-scale heterogeneous 10T dataset with explicit leakage prevention, revealing that
temporal communication frequency and payload volume serve as complementary rather than interchangeable
predictors depending on the traffic intensity regime of the target device class.

Limitations and Future Directions. While the results demonstrate strong predictive performance across
all traffic segments, several limitations warrant acknowledgment. The cluster imbalance, with the High
bandwidth profile accounting for only 10.8% of the dataset, may limit the model's sensitivity to rare but high-
impact traffic surges from devices poorly represented in the training data. Additionally, the current framework
assumes static cluster membership; in practice, 10T devices may transition between behavioral profiles over
time as their operational state changes, requiring periodic re-clustering or an online learning component. Future
work should evaluate the framework under real-time deployment conditions, incorporate temporal drift
detection for cluster reassignment, and extend the leakage-free feature analysis to additional 10T benchmark
datasets to assess cross-dataset generalizability [3], [11].

4. CONCLUSION

This study successfully formulated and evaluated a cluster-aware, leakage-free machine learning
framework for predicting bandwidth consumption in heterogeneous Internet of Things (I0T) environments.
By applying Loglp-assisted K-Means clustering, the proposed architecture effectively isolated the heavy-
tailed, high-throughput traffic profile (10.8% of the dataset) from the majority of low-demand sensors. The
quality of this behavioral segmentation was quantitatively validated, achieving a Silhouette Score of 0.4153
and a Davies-Bouldin Index of 1.0357, which confirms coherent device groupings suitable for subsequent
regression tasks.

The empirical results demonstrate that bandwidth consumption can be predicted with high accuracy,
with the per-cluster Random Forest models achieving R? scores exceeding 0.99 across the held-out test
segments. Crucially, this performance was attained without leakage-inducing features such as byte or packet
rates. To explicitly validate this performance and ensure the models' statistical reliability across cluster
segments of unequal size, 5-Fold Cross-Validation was applied on stratified subsamples. The models
maintained high generalization stability across all clusters, as detailed in Table 6. Furthermore, the cluster-
level feature importance analysis revealed a critical behavioral dichotomy: temporal communication patterns,
specifically Inter-Arrival Time (IAT), are the dominant drivers of bandwidth consumption for data-intensive
devices, whereas raw payload volume primarily dictates the network footprint of low-power sensors.

The empirical outcomes of this study provide a methodological foundation for cluster-aware bandwidth
management in heterogeneous loT environments. The demonstrated utility of temporally-driven, leakage-free

MALCOM - Vol. 6 Iss. 3 July 2026, pp: 1550-1561 1559



MALCOM-06(03): 1550-1561

features establishes an objective basis for lightweight resource allocation design. However, it is important to
acknowledge that this study was conducted under offline batch-inference conditions, and the computational
overhead of deploying the trained Random Forest models under real-time streaming constraints has not been
measured. Preliminary inference benchmarking conducted on the experimental environment (Google
Colaboratory CPU) yielded per-sample prediction latencies of 10.20 s, 18.88 ps, and 18.97 us for the Low,
Medium, and High clusters respectively, corresponding to throughputs of approximately 98,065, 52,979, and
52,714 samples per second. These estimates suggest compatibility with gateway-level batch inference under
moderate concurrency. However, a formal evaluation of end-to-end latency and memory footprint under live
concurrent 10T flow conditions remains a necessary prerequisite before operational readiness in resource-
constrained gateway systems can be claimed [3], [11]. Building upon these methodological foundations, future
research should prioritize three directions. First, deploying this cluster-aware prediction framework within a
Software-Defined Networking (SDN) controller to evaluate end-to-end inference latency under live traffic
conditions [21]. Second, evaluating the leakage-free framework on cross-domain 0T datasets to assess
generalizability across different network topologies and device ecosystems. Third, incorporating online re-
clustering mechanisms to address concept drift in dynamically evolving 10T environments.
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