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Abstract

Information security awareness has become a crucial factor in the current advancement of information technology.
Information security awareness is one of the key factors in avoiding crimes in the digital world today. Therefore, this
research aims to measure the information security awareness level and provide recommendations to enhance the
information security awareness of high school students. The research instrument utilized in this study is the Human Aspect
Information Security Questionnaire (HAIS-Q) and focus area weighting was conducted using the Analytic Hierarchy
Process (AHP) method. Data was collected through questionnaires distributed to 99 respondents, and the weighting was
performed by two experts in the field of information security and one high school teacher. The results indicated a total
awareness level of 86,38%, categorized as "Good", with the most vulnerable focus area being password management.
Based on these findings, recommendations are provided in this research to enhance information security awareness.
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1. INTRODUCTION

According to a report by We Are Social, the number of internet users in Indonesia in January 2024
reached 185 million, or 66.5% of the Indonesian population. A survey by the Indonesian Internet Service
Providers Association (APJII) indicated that the national internet penetration rate in 2024 was 79.5% of the
total population. Millennials, or those aged 28-43, ranked first with a penetration rate of 93.17%, followed by
Generation Z, or those aged 12-27, with a penetration rate of 87.02%. Generation X and Baby Boomers ranked
third and fourth with penetration rates of 83.69% and 60.52% [1].

Based on a survey conducted by Cybersecurity Ventures in 2019, it was estimated that global economic
losses due to cyber-attacks would reach $6 trillion by 2021. Therefore, individuals and organizations must have
a high awareness of information security. Understanding information security awareness and the factors
influencing each individual plays a significant role in mitigating information security [2] Innovations in
technology and digital devices bring advantages to an organization's efficiency and productivity, but
institutions transitioning to digital also face information security risks. According to the Ministry of
Communication and Information Technology Indonesia (Kemkominfo), efforts are needed to enhance data and
information security knowledge and awareness among Indonesian teens and young adults. According to
Kemkominfo, this can be accomplished through outreach activities, literacy education, and training. Kids and
teenagers should also be exposed to programs that improve their understanding and knowledge of data and
information security as a basis for their usage of digital media [3]

Cybercriminals have attacked many kinds of private and public entities, including education, banking,
healthcare, and other industries [4]. These kinds of businesses possess priceless assets and private employee
data. Besides the technical aspect of cybersecurity, the human factor is essential. Studies show that human error
contributes to 95% of security breaches, technological security by itself is unable to ensure a safe environment
for digital assets within an enterprise [5]. Another definition of information security awareness is the capacity
of an individual to comprehend, adhere to, and appropriate security policies, guidelines, and regulations [6].
Enhancing users' security awareness becomes essential for an organization's sustainability. Although there are
many variations among organizations and environments, information security awareness has certain standard
aspects that aim to secure data and information [7]. As a result, information security awareness must consider
how well individuals understand the significance and impact of their behavior on information.
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Information security is how we may stop cheating or identify illegal activity. The goal of information
security is to protect data assets from potential cyber attacks. Information security awareness is defined as a
method to educate internet users to be more vigilant against various types of cyber-crimes and security
vulnerabilities in digital device[8]. The rapid growth of information technology also presents new challenges
in information security, prompting increased security gaps among information technology user[9]. Building an
appropriate level of security awareness among users is crucial for the sustainability of an organization.
Information security awareness must also consider the extent to which individuals understand the importance
and impact of their behavior on information security [10].

Teenagers increasingly utilize the internet and their devices. They experienced a brief learning curve
when it comes to technology. As a result, within this age group, the internet and social media are becoming
more and more popular [11]. Technology is becoming an essential component of every teenager's academic
experience because of the adoption of digital tools and internet platforms in learning [12]. The growing use of
information technology in both daily life and education has made teenagers more vulnerable to the possibility
of being exposed to identity theft, cyberbullying, hacking, and online fraud, among various cyber threats [13].
These teenagers often lack the knowledge and awareness required to identify and reduce these risks caused by
the shortage of appropriate cybersecurity education. Meanwhile, student’s knowledge is essential in
maintaining information security [14]. This emphasizes the necessity of extensive cybersecurity training and
safety practices in both school environments and home environments [15]. Cybersecurity usually appears as a
minor component of computer education in school curricula, and the lack of development and innovation in
this curriculum reflects educational institutions' lack of concern about elementary and secondary school
teenagers' cybersecurity knowledge and behavior. Lack of emphasis from educational institutions on
cybersecurity in the educational curriculum leads to teenagers becoming aware of how to act online from
experience, internet instructions, or individuals around them [10].

Research conducted by Kathryn Parsons et al. [16]. still has shortcomings in measuring individual
information security awareness using HAIS-Q with only workers in Australia, while research conducted by
Jasber Kaur and Norliana Mustafa [17]. only analyzes the influence of knowledge, attitude, and behavior on
confidentiality, integrity, and availability in Malaysian SMEs using partial least squares analysis and does not
measure individual awareness. The last research was conducted by Mainar Swari Mahardika [18], who only
measured individual information security awareness among workers at the Judicial Commission Center for
Analysis and Information Services, Republic of Indonesia.

Therefore, with the HAIS-Q questionnaire, this study contributes to measuring the information security
awareness of high school students in their teenage years. The HAIS-Q questionnaire used in this research is an
instrument designed to measure high school students' awareness regarding information security. Based on the
measured information security awareness, the results will be utilized in formulating appropriate
recommendations to improve high school students' information security awareness.

2. MATERIALS AND METHOD
This research methodology is shown in Figure 1. This research is divided into five stages, namely: 1)
building a model, 2) collecting data, 3) processing data, 4) analyzing, and 5) making recommendations.

Building a Collecting Processing

Analyzin
Model Data Data yzing
Developing — Measuring Mapping Information
questionaire for Information Security Security Awareness
students Awareness Level
Mapping Information Security Awareness { Recommendation

Y
Weighting 5 Focus -
Expert Data Area using AHP Ranklni:g: Focus
method

Ranking Focus Area

Structured interview
with 3 experts to find
out the weighting of 5
focus area

Figure 1. Research Methodology

2.1. Building a Model

This stage was carried out to create a questionnaire of questions for high school students and a structured
interview with experts which was used to obtain AHP weighting from three experts. A questionnaire was
developed based on HAIS-Q and weighting focus areas using the AHP method.
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2.1.1 Developing Questionaire

This research uses quantitative research methods using questionnaire instruments. The questionnaire
used in this study refers to the Human Aspect Information Security Questionnaire (HAIS-Q). HAIS-Q has
become a questionnaire instrument that can measure an individual's level of concern for data and information
security [19]. Questions in the questionnaire were developed from 5 focus areas and 15 sub-areas of HAIS- Q
which can be seen in Figure 2.

Dimension Focus Area Sub-Area

Using the same password |

Password

—» Knowledge Management

Sharing Password |

Using a Strong Password |

Clicking on links from known senders |

il Email Use Clicking on links in emails from unknown senders |

Opening attachments in emails from unknown senders |

Downloading files |

Information Security

[ Affitude » Use of The Internet
Awareness

Accesing dubious websites |

Enfering information online |

Social media privacy settings |

i Social Media

Considering consequences |

Posting contain personal data |

Physically securing mobile devices |

—» Behaviour »  Mobile Devices

Sending sensitive information via Wi-Fi |

R A e 2 S N A

Shoulder surfing |

Figure 2. HAIS-Q Focus Area

The respondents of this questionnaire are high school Students in Surabaya, Indonesia. This
questionnaire contains two questions regarding the demographics of respondents' gender and age and 45
questions that refer to the HAIS-Q sub-areas and is divided into five sections according to the five focus areas
of HAIS-Q. This survey was made with the Google Forms application.

Table 1. Scale of Importance

Intensity of

Definition
Importance

Equal Importance
Equal to Moderate Importance
Moderate Importance
Moderate to Strong Importance
Strong Importance
Strong to Very Strong Importance
Very Strong Importance
Very to Extremely to Strong Importance
Extreme Importance

O©CoOoO~NOoOO O WN PR

2.1.2 Structured Interview with Expert

Interviews with information systems security experts aim to find the most important focus areas within
the five focus areas of HAIS-Q. Interviews were conducted using the AHP method. We used the AHP method
in the weighting of this study because the AHP method is suitable for weighting many variables carried out by
experts[20]. Interviews were conducted with three experts. Their opinions are filled in a pairwise comparison
matrix, as shown in Table 2, to determine the tendency of one focus area to another focus area. The tendency
between focus areas is described on a scale of 1-9 with increasing order as seen in Table 2.1.

2.2.  Collecting Data
This phase of the study is dedicated to obtaining data. Two types of data are required for this study:
high school student information security awareness questionnaire data, which is used to measure their
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awareness of information security, and pairwise comparison matrix of expert interview data, which is used to
weight the focus area as an input in the AHP.

2.2.1 Questionnaire Data

Questionnaire data was obtained by distributing Google forms to the high school students, from
distributing this questionnaire 99 respondents were obtained. These respondents were obtained using a random
sampling method distributed to the high school students in Surabaya, Indonesia.

2.2.1 Expert Data
Interviews with experts about students’ behavior were conducted with the teachers about current

curricula and students’ behavior to know more about information security policy and the behavior of the
students regarding information security awareness Data obtained from interviews with experts in the form of a
pairwise comparison matrix as shown in Table 2.

Table 2. Example of Pairwise Comparison Matrix
9 8 7 6 5 4 3 2 1 2 3 45 6 7 8 9
Email X

Password
Management

The expert will compare the focus areas using a comparison matrix as shown in Table 2. Data from the
pairwise comparison matrix is used as input for weighting using the AHP method.

3. RESULTS AND DISCUSSION
3.1. Processing Data

This stage processes the data that has been collected at the data collection stage, the questionnaire data
of high school students is processed into the results of measuring the information security awareness of
students, and the pairwise comparison matrix data by experts will be processed to determine the weight of each

focus area.

3.1.1 Demographics of Respondents

The respondents to this research were high school students from Surabaya. Respondents received a total
of 99 questionnaires. Table 3 shows the demographics of 99 respondents, including gender, age, education
level, and educational background.

Table 3. Respondents Demographics

Criteria Variables Frequency
Male 49
Gender Female 50
15 3
16 39
Age 17 43
18 14

Table 3 above shows the demographic of respondents with frequency based on gender, 49 for males and
50 for females. Based on age range from 15, 16, 17, and 18 respectively are 3, 39, 43, and 14.

3.1.2 Result of Measuring Information Security Awareness

The results of the measurement of information security awareness were carried out by calculating the
total Likert score of each focus area obtained from the questionnaire data divided by the total maximum score
on the focus areas. Table 4 shows the percentage of information security awareness measurement results.

Table 4. Percentage of Information Security Awareness

Focus Area Knowledge Attitude Behavior Total Awareness
Password Management 84.98% 79.19%  81.75% 81.98%
Email Usage 91.99% 87.21%  88.89% 89.36%
Use of The Internet 91.45% 92.32%  88.28% 89.36%
Social Media 86.20% 82.36%  87.27% 85.27%
Mobile Devices 84.51% 82.42%  86.87% 84.60%
Total 87.82% 84.70%  86.61% 86.38%
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Table 4 presents the findings from assessing the information security awareness of students in high
schools across five focus areas namely: password management, email usage, use of the internet, social media,
and mobile media; and three dimensions namely: knowledge, attitude, and behavior. The level of information
security awareness will then be mapped using the analysis of these results.

3.1.3 Weighting Focus Area

The calculation of the pairwise comparison matrix using AHP aims to determine the weight of each
focus area based on interviews with three experts. The AHP calculation used AHP calculator tools. We use the
weight of this focus area to determine which focus area is the most vulnerable according to experts. Table 5
presents the focus area weight percentage.

Table 5. Focus Area Weight Percentage

Focus Area Weight (%)
Password Management 29.09%
Email Usage 5.36%
Use of The Internet 8.30%
Social Media 44.14%
Mobile Devices 13.12%
Total Awareness 100%

Table 5 shows the weight in each of the focus areas. These weighting results will then be ranked to
know the priority of the focus area.

3.2  Analyzing Data

Following the data processing phase, the data will be analyzed to determine the high school students'’
awareness of information security and the ranking of the previous focus area weighting using AHP.

3.2.1 Mapping of Information Security Awareness Level

Table 6 presents the mapping of the information security awareness level based on the result of
measuring information security awareness in Table 4. The different colors in the table indicate the awareness
level of each result. Table 7 explains the meaning of each color.

Table 6. Mapping of Information Security Awareness Level

Focus Area Knowledge Attitude Behavior Total Awareness
Password Management 84.98% 79.19%  81.75% 81.98%
Email Usage 91.99% 87.21%  88.89% 89.36%
Use of The Internet 91.45% 92.32%  88.28% 89.36%
Social Media 86.20% 82.36%  87.27% 85.27%
Mobile Devices 84.51% 82.42%  86.87% 84.60%
Total 87.82% 84.70%  86.61% 86.38%

The mapping of information security awareness is shown in Table 6. Sequentially, the level of
awareness of the dimensions of knowledge, attitude, behavior, and total value in the password management
focus area is 84.98%, 79.19%, 81.75%, and 81.98%. In the focus area email usage is 91.99%, 87.21%, 88.89%,
and 89.36%. In the focus area use of the internet is 91.45%, 92.32%, 88.28%, and 89.36%. In the social media
focus area it is 86.20%, 82.36%, 87.27%, and 85.27%. Meanwhile, the mobile devices focus area is 84.51%,
82.42%, 86.87% and 84.60%.

It can be seen that the lowest value is in the attitude dimension in the password management focus
area is the only average level with 79.19%. As for each of the focus areas in each dimension are all at a good
level with a percentage above 80%.

Table 7. Level of Awareness

Awareness Level

Level Results (%) Action

Good 80-100 Excellent, no further action required
Average 60-79 Evaluate, possible action required

Poor 0-59 Lacking, further action required

The level of awareness can be categorized into three levels, namely Good, Average, and Poor [21], as
shown in Table 7. This level of awareness can be categorized as Good with a result of 80-100%, which means
that awareness in the focus area is good, requiring no further action. The Average level with a result of 60-79%
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means that awareness in the focus area still needs to be evaluated and possibly needs corrective action. The
last one is the Poor level with a result below 59% means that awareness in the focus area is lacking and
corrective action must be taken.

3.2.2 Ranking Focus Area

Based on the result of the focus area weight in Table 5. The results of this weight in Table 5 are then
ranked from the largest to the smallest weight to find out which focus area is the most vulnerable focus areas.
The ranking of the focus area weights can be seen in Table 8.

Table 8. Focus Area Ranking

Focus Area Weight (%) Rank
Social Media 44.14% 1
Password Management 29.09% 2
Mobile Device 13.12% 3
Use of The Internet 8.30% 4
Email Usage 5.36% 5

From Table 8, we can see that the rank of the most important focus areas according to experts are social
media with a weight percentage of 44.14%, password management at 29.09%, mobile devices at 13.12%, use
of the internet at 8.30%, and the last is email usage with 5.36%.

3.3  Recommendation

According to the results of Table 4, it can be said that the student’s concern for information security is
at the "Good" level, indicated by 23 green boxes indicating the "Good" level. Comparing Table 7 of the focus
area weight ranking with Table 4 of the results of measuring information security awareness, it can be analyzed
that the focus area of password management needs more attention. The attitude of password management is
79,19%, which is the only "Average" level, and the focus area of password management occupies a weighting
ranking at number 2. Therefore, according to research conducted by Mahardika [5] the right recommendation
to increase student awareness of information security, especially in the focus area of password management is
as follows:

1. The institutions or schools can make banners or posters that remind students that a good password must
consist of at least 8 characters long and include numbers, symbols, capital letters, and also lowercase
letters.

2. The teachers can always remind the students not to share their passwords, and not to use the same
password for many accounts.

3. Provides knowledge of information security standards that follow 1SO 27001. The recommendation is
to enhance the level of the entire focus area.

4. The school educates teachers and people on information security standards that follow 1ISO 27001. This
recommendation will enhance information security awareness throughout all target areas.

Increasing information security awareness also needs socializing and training for students regarding
information security, which is critical for educational institutions. The way to socialize information security
can be in various ways, For instance:

1. Socialization by sending WhatsApp messages to student groups.
2. Socialization of information security through banners and brochures.
3. Socialization by holding seminars or workshops on information security attended by all students.

Socialization can also be done by adopting habits based on other organizations or institutions that have
successfully carried out good information security habits. Management or leaders can also set an example and
participate in monitoring to maintain the level of information security awareness at the schools.

4. CONCLUSION

The findings of measuring the students’ awareness level of information security show results at the
"Good" level. This condition shows that the majority of students of high school in Surabaya are aware of the
importance of information security. The results of measuring awareness using HAIS-Q and the results of
weighting focus areas by experts in the field of information security show that the most vulnerable focus area
is the focus area of password management.

This research provides recommended solutions to schools to increase the level of information security
awareness of students. The recommended recommendation is the need for a policy in educational institutions
regarding information security that refers to the 1SO 27001 information security standard. This research
provides recommended solutions to schools to increase the student's level of information security awareness.

Measuring Information Security Awareness Level of... (Perkasa and Setiawan, 2024) 1306



ISSN(P): 2797-2313 | ISSN(E): 2775-8575

The recommended recommendation is the need for policies in educational institutions regarding information
security that refer to the ISO 27001 information security standard. This research also provides
recommendations for the need for intensive activities to socialize information security policies implemented
by schools to students.

These findings imply that we contribute to knowing the level of teenagers or high school students’
awareness of information security because the previous research measured the awareness of adults or workers
in an enterprise, such as workers in judicial commissions, workers in Australia, and workers in SMEs in
Malaysia. Therefore, this study is necessary to know teenagers’ awareness to improve teenagers’ awareness so
that when they become adults, they already have improved information security awareness. For future research,
we can apply the recommendations from this research and then measure them again to know how impactful
these recommendations are in improving students’ awareness of information security.
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